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Overview

What is online communication With what and how we communicate

- You will learn to communicate in - You will learn how to install and
digital “language” and lose fear of use social media apps
new technologies - You will learn what are good and
- You will learn the online language bad things about social media

- You will learn the most commonly
used collaboration tools

- You will learn good and bad things
about online collaboration

- You will get skills to learn and work
together with others

- What are the benefits of online
collaboration

How we collaborate online What tools do we use
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versus in-
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Communication -
how to

Overview

< Communication:
Person to person

Online

< Messaging:
Texting
Online vocabulary

Video
% Recap
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Communication

The root of the word “communication” in Latin is communicare, which

means to share, or to make common (Weekley, 1967).
Communication is

- exchange of opinions, ideas, thoughts, opinions, knowledge, data

- the process of understanding and sharing meaning
Forms of communication: verbal, non-verbal, written, visual
Why we communicate: to express our emotions, give or seek information, to persuade.
Benefits of communication

helps you stay mentally and socially active

new connections

fights off depression and stress, which can contribute to memory loss.
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Communication in person

The ,classical method” - Face to face
we are close to the person, in the same room
we look at each other,
we see each other,
we sense the reactions of other person

we use sentences and gestures when talking.

Accepted rules of behaviour in personal communication are called etiquette. The word comes
from French and means ticket or ,label attached to something for identification., It was borrowed by
Spaniards and changed to mean written protocols describing behaviour demanded of those who

appeared at court. Later the French took it back to mean "proper behaviour"

Source: Merraim-Webster Dictionary
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Communication online

We need tools
internet, devices, applications

& Ll

Persons can be in different continents while talking

We can talk and see each other,
We can ,text” =send messages which are immediately received (but can't see the other

person/people).

The rules for good behaviour in online communication are called netiquette.
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Netiquette

Means rules that help construct and maintain a pleasant,

comfortable, and efficient environment for online communication

The purpose of internet etiquette, or netiquette, is to help ensure

respectful behaviour to other online users. BSTOCK
Guidelines advise people how to communicate and treat others when

online.

They are useful for various activities on the internet: such as email, forums, messages and video

chats.
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Netiquette- important guidelines

>
1. Use a friendly tone: ;
" . = e'.'}
Use positive words in your messages ¢ —"/NETIQUETTE
Be friendly and write polite comments
Offer praise to other users when relevant
Use phrases like "please" and "thank you"

INTERNET ETIQUETTE
OB =
==

2. Use respectful language

use polite language while speaking to others online, such as when you're posting in a
public forum or interacting with people on social media.

3. Respect other people's privacy
respect other people's privacy by asking permission before sharing their information
or posting anything about them or with them in it including photos or video.
4. Ensure messages are clear
after writing, reread your message to see if your message is as clear as possible
5. Read content thoroughly
make sure you understand the content of a message before you reply.
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Comparing text and video message

Texting means sending only text (no video) online message to another person's smartphone

Advantage: you can send the information to the other person’s machine e.g. about being late,

being - when you can't talk
Disadvantage : you don't know if the person has seen your message unless they sent the

reply

Video communication means you can use app that makes it possible to see and hear the other person or

persons
Advantage : you see person’s reaction when they hear the message

Disadvantage : the quality of sound and video can change during session
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exting / Messaging

Texting and messaging refers to sending messages electronically;
by computer, (smart)phone etc.

they are immediately received on the device of receiving person.

Instead of typing we can swype messages

Instead of words for online communication we use emojis and emoticons ©
The ,text language” is different: you can use abbreviations instead of whole words, use emojis to
express how you feel. There is no need for punctuation or capital letters, you can end the text by

typing tnx (=thank you). If you use capital letters it means you are shouting.


https://www.youtube.com/watch?v=SJ-RAefCG_c
https://cdn.britannica.com/27/190727-050-10BD3669/emoticon-Smile-icon-set.jpg
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SMS and MMS

Text (SMS) and multimedia (MMS) messages are sent sMsText M Text
Message Message

through the Messages app i =

How to write a message:

Open the Messages app - -_

Tap* Compose

In "To," enter the names, phone numbers, or email addresses that you'd like to message
You can also pick from your top contacts or your whole contact list
How to send a message:
Tap the message box
Enter your message.

When you're done, tap Send

*See Glossary
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Communication with video

Communication where one or several people meet online to talk and see each other.
For online communication you need:

internet or mobile data*

laptop or computer with monitor / screen and camera

smartphone or tablet

Most often used apps for video (and text) communication are Viber, Whatsapp, Messenger

*See Glossary
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Online vocabulary

Online language, specially when texting is different then talking in person. Nowadays everything needs to
be quick and short which also results in texting.

Here are some examples:

Offline language Texting language
Be right back BRB

See you at noon. C U @ noon.

face to face=see you in person F2F

message msg

Thanks tnx

Hugs and kisses X0XO0
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Recap Communication

@ Faw Y

W ﬁ! B

ETIQUETTE *
Y E

What is Communication

*exchange of opinions, ideas,
thoughts, opinions,
knowledge, data

*the process of
understanding and sharing
meaning

Etiquette

*system of rules and
conventions how to behave
socially

Funded by
the European Union

Forms & Why

*verbal, non-verbal, written,
visual

*to express our emotions,
give or seek information, to
persuade

Benefits

*helps you stay mentally and
socially active

*Create new connections
*fights off depression and
stress, which can contribute
to memory loss
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Recap: Communication

Communication is

-exchange of opinions
-written, told, body language
-expression of emotions, thoughts

&

Al
[Cl=—=—=1]

il [

Person-to-person

We see & hear them, see their body language,
can ,feel” how they feel, can touch & hug them.

Online - internet

We need tools: smart phones, computers and
internet. The person can be on the other side of
the world.

Online: texting & messaging

Means sending messages electronically; by
computer, (smart)phone etc. immediately
received on the machine of receiver.

Video communication with apps

Communication where one or several persons
meet online to talk and see each other.


https://www.youtube.com/watch?v=CQAHkX5GQvs
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Communication -
tools

=

© %

Overview

K/

» Tools for communication:

Internet
Messaging

R/

% Social media apps:
Where to get them
Viber
Messenger
WhatsApp
Signal

% Recap

Funded by
the European Union
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What is the internet:

a network of networks in which users at any

computer can, if they have permission,

get information from any other computer (and sometimes talk directly to

users at other computers)

Short explanation video what is the internet

Short explanation video how internet works



https://www.youtube.com/watch?v=CQAHkX5GQvs
https://www.youtube.com/watch?v=g2ntN1x7wLM
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Messaging tools

Messages:

These are usually built in the smartphone:

SMS - (short text service) is used to send and receive text

messages over mobile and smart phones

MMS - Multimedia Messaging Service is used to send and receive messages which contain

photographs, music etc and require mobile data transfer

There are also different apps which you need to get from the Play Store such as:

Viber @ WhatsApp ily | Messenger Q
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Where to get social media apps

If you have Android phone the apps are available in Google Play store

. Google Play

If you have iPhone the apps are available in App store
=

App Store

If you have Huawei the apps are available in Huawei app store — AppGAllery

= AppGallery

Funded by
the European Union
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Video chat apps for Android

There are several different apps for texting and video communication available with similar functions.
Which one you choose usually depends which your friends and relatives use. You can have and use
several apps.

Viber Messenger - Used for calls, text chat, video call, and more. It features encryption

on voice, text, and video calls between Viber users

Messenger -Most convenient to use because most of the people you know are on

Facebook.

WhatsApp Messenger - similar to Facebook Messenger and also owned by Facebook.

Signal Private Messenger - safer app it offers encryption on all messages, voice calls, and

video chats between Signal users.
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Viber

Viber is an app which allows users to share text, images, video and calls. 8-

Users are able to use group chats, individual messages or video calls and

can also follow brands and celebrities on public chats.

End-to-end
encryption

Source: betterinternetforkids.eu
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WhatsApp
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Whatsapp is a cross-platform mobile messaging app which allows users to exchange messages and other media.
The app provides free, simple, secure, reliable messaging and calling, available on phones all over the world. It

started as an alternative to SMS and now supports sending

Call across the world
for free

and receiving a variety of media: text, photos, videos, giTp:;-
eliable.

documents, and location, as well as voice and video calls. Private. eporyi sttt o

away are you

WhatsApp

@ cHats

=

Message privately with
end-to-end encryption

Source: betterinternetforkids.eu
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Messenger

Messenger is an instant messaging app by Facebook/Meta and
platform that can be used to send messages and

exchange photos, videos, stickers, audio, and files, and

react to other users' messages and interact with bots*.
@ Forsure, see you soon

The app can also be used to call or videocall. =D
O $ ® Wb

e o]
o s > @ @®©
°OBP W pan

o @ ¢ e =

$35.00 Request for
Brunch
SENER

*See Glossary

See Details

Source: betterinternetforkids.eu
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Signal is one of the most popular privacy chat apps.

It features end-to-end encryption for all messages, voice calls, and video chats between Signal users.

The app is also completely free and open source.

- . Stay Private Disappearing Messages Group Chats
It has no ads, affiliate marketers or tracking.

Everything is always Keep your message Stay connected with group
end-to-end encrypted history tidy

conversations
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Recap: Tools for online communication

What you need to
communicate

with people
online

]
==
O

Mobile data or internet
users at any one computer can, if they have

permission, get information from any other
computer and talk to users at other computers.

Smartphones

a telephone, computer and camera combined
in one tool. Just touch the screen to use it.

Laptop or computer

Computer fits on or under a desk. To operate
they need a keyboard and mouse for input, and
display devices like a monitor, projector, or TV.
Laptop is a portable computer.

Apps
applications that make the computer, tablet or
smartphone do what you want them to.


https://www.youtube.com/watch?v=3gMOYZoMtEs
https://www.youtube.com/watch?v=CQAHkX5GQvs

the European Union
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Lessons Learned - Communication

1 Communication in person allows better understanding due to physical presence of

participants.

2 Online allows communication on great distance but tools are needed.

3 There are several social media apps for communication. The ,best” is the one
majority of your friends and relatives are using. You can have several on your

device.
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Glossary

Apps or Applications are programs that enable a user to perform certain
Applications tasks on a computer or mobile device. All computers and mobile
devices contain preloaded or built-in applications, such as a web
browser, calculator and media player.

Bot Is an internet robot some are good and may be used to do repetitive jobs
or damaging used to gain control over a computer, collect your
passwords, financial information etc .

Chat Text-based communication that is received by other participants
immediately.
Mobile data Is the data provided by your mobile operator that lets you connect to the

internet on your mobile devices from anywhere.
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Glossary

Social media Digital technology that allows users to instantly make and share

information with the public. Social media includes a wide variety of

websites and apps. Some are focused on sharing links and written
messages. Others enable sharing of photographs and videos.

Tap Gentle touch on the screen to answer (green icon) or end phone call
(red icon) on smartphone
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How to collaborate

B e i
Overview

General Description:

This module aims to introduce older people to the social
media and how to work with it in order to have an active
social life.

Basic skills on how to communicate via different social media
will be gained.

In addition, knowledge about the social media security will be
given; it will be defined terms, accounts, email, cyberbullying
and online collaboration.

By using social media you can stay connected with friends
and family, to share interests with others, to find a new hobby
or to develop the one they have.

Social media means to be more independent and to have an
active social life.

Using Internet and social media in particular is a good way to
train your memory
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Introduction

Social media is a term for a variety of internet applications that allow users to create content and interact
with each other. It is part of the World Wide Web and comes in many forms, including blogs, forums,
business networks, photo-sharing platforms, social gaming, chat apps, and last but not least social
networks.

Social media is a computer-based technology that facilitates the sharing of ideas and information and the
building of virtual networks and communities1. This is a tool that people use to connect with friends and
family. Users can post and share photos and videos, create their own blog, play games with others from
another site of the world, send messages and etc. It is also very important for the businesses in order to
for them to reach out to new customers and partners.
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What is Social Media

Social media is used to keep in touch with friends and extended family, a network for career
opportunities, find people from all over the globe who share a common interest, share content and more.
Those who engage in these activities are part of a virtual social network. "For businesses, social media is a
tool for finding and engaging with customers, sales, advertising and promotion, gauging trends and
offering customer service.”

Exempel of social media 5. Instagram
1.Facebook 6. Twitter
2.YouTube 7 S kype
3.WhatsA ! .

PP 8. Viber

4.Facebook Messenger

In order to use social mediapeople need to make their own profile.
A profile is necessary to represent an individual in social media. Social profiles can reveal information about the person,
like profile photo, biographical data, recent activity, interests, photos, feed of recent posts and etc.
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Collaboration - how to
Overview

Overview

< How to
Collaborate:

% Chat, message
A written conversation
between two or more people
via the Internet or other
network.

% Video Calling

s SMS, MMS Message

in the phone or
Writing pad

Funded by
the European Union

E-mail (text message)
Gmail, Hotmail, Outlook and several
others

Facebook (sending message on
Facebook), Messenger, Google chat,
Skype, Teams (Microsoft), WhatsApp,
Signal

Google meet, Microsoft Teams, Skype,
FaceTime, Messenger, WhatsApp

Sending message in the phone or
writing pad in the app “message”
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Collaboration - how to

Overview

L)

% Overview of apps
to collaborate
with

% Where to get
social apps
% Lessons learned

«» Threats and
safety

Slide 18

Slide 19-21

Slide 23

Slide 24-31

Funded by
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How to collaborate

» All use of collaboration apps (program)
requires registration (an account) here

Google E-mail

For work Signin ( Create an account

Google

Create your Google Account

to continue to Gmail

rst nar

First me
| Last name

Usermname @gmail.com
‘You can use letters, numbers & periods e
Password Confirm

Use8

8 or more characters with a mix of letters, numbers &
symbols

[ show password

Sign in instead =

Fill in the information and remember to
always save the password in a safe place

One account. All of Google
working for you.

Funded by
the European Union

Next step is to log in to G-mail

Google
Signin

to continue to Gmail

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

G-mail interface
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3. choose to write in the window
the email address of the person
you want to chat with.

4. Click the “Start chat” button

1. In the top right corner, you have
a symbol with dots. Use the icon
to select Google chat.
(textmessage in the present tense)

ann-kristin eriksson X |

LLL]
T .
- FREQUENT
° ann-kristin eriksson
annkristineriksson7@gmail.com

2. In the chat window, you can
choose to click on the plus sign.

= ¥ Chat C

v Chat
Sl 5. Type your message in the box at the bottom of

the window. Click the arrow to send the chat
message

®  Heiof VOB TH B
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Video Calling

All listed apps have the option of video calling.
The advantage is that they work almost the same
way. Once you have learned one app, you can
use another. P

4.Choose one of the options. For example, start
an instant meeting.
Create a meeting for later

1. In the top right corner, you have +
a symbol with dots. Use the icon
to select Google meet. (Video call)

® @&

Start an instant meeting

5. Allow “Use your camera, Allow use your microphone.
And Allow the meeting to use your cam.

ds Utbildningsfarbunc X @ Google Account

Allow Meet to use your camera and

@ meet.google.com/_meet/nya-dkbk-cxs?hs=187 microphone

2' C“Ck 2] that NeW Meetlng meet.gaogle.com wants to Meet needs access to your camera and
button ’ ’ microphone so that other participants can see

W Use your camera

and hear you. Meet will ask you to confirm this
& Use your microphone decision on each browser and computer you
-
Bk New meeting use.
Allow Block

Dismiss
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desired email address

Your meeting's ready X

2+ Add others

Or share this meeting link with others you want
in the meeting

meet.google.com/vxj-uowu-yog |D
e People who use this meeting link must get your

permission before they can join.

Joined as swedenstrong2gether@gmail.com

Click on send emaill

Video Calling

Click on the "Add others" button. Fill in the

- i

° ann-kristin eriksson X Enter name or email

Suggestions
maggie.nilsson@hufb.se 0O
maggie.nilsson@hufb.se

2gether (via Google Meet) <meetings-

Swedenstrong 2gether <swedenstrong2gether@gmail.com= is

inviting you to join a video call happening now

People you invite here can join the meeting
G without asking to be admitted

Ready to join?

o

ann-kristin eriksson is in this call
E resent

Other joining options

[0 Use Companion mode

After the meeting, click on the
red handset

Funded by
the European Union



STRONGGETHER | -

SMS message

1. Use the "Messages" speech bubble w3, In the To field, enter the
“ “ name or phone number of the
recipient

14:44 o T .-

<@

+46 76794 07 45
)/3 kénns som en

Hej! Fredag 10/
bra dag® Vi ses pa pa Lilla K
Med vénlig halsning, Maggie

2. CIICk On the ICOn erte S:tv:;g:(!ar;gmlkalendern.

Kollar lite senare tid!

Rasie

14:49 al T )

Andra Meddelanden @
Write your message in the

circled field and click send
see image 5.

Hej du glade
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MMS message

Nytt meddelande

" 3.Inthe To field, enter the
®
name or phone number of the
recipient

1. Use the "Messages" speech bubble

+r O008 20

gwer rtyuiopa

2. Click on the icon write

A Meddelanden Choose picture. Write any text to the Ne e e v v 105 4
piCture Alsio|rlelu]s]klL]|o]A

4 ZXCVBNM &

14:49 o T - 4. Click on the saved images icon. C’D‘"" CO0® e 0

5. Click on the send icon Hej du glade @
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Overview of apps to collaborate with

Messenger

Viber

Software

l WhatsApp <
. Mobile application
instagram

Twitter < Skype <
Social network , Mobile application
company
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Where to get social apps

For PC

https://www.facebook.com/

https://www.messenger.com/desktop

Messenger

https://windowsapp.com.se/3898012
52/instagram

instagram

Iphone

AppStore

https://apps.apple.com/s

Funded by
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Android

GooglePlay store

https://play.google.com/

e/app/facebook/id28488

store/apps/details?id=co

2215

AppStore

https://apps.apple.co

m.facebook.katana&hl=
sv&gl=US

GooglePlay store

https://play.google.co

m/us/app/messenger/i

m/store/apps/details?i

d454638411

https://apps.apple.co

d=com.facebook.orca

https://play.google.com/

m/id/app/instagram/id
389801252

store/apps/details?id=co
m.instagram.android&hl

=sv&ql=US



https://www.facebook.com/
https://apps.apple.com/se/app/facebook/id284882215
https://apps.apple.com/se/app/facebook/id284882215
https://apps.apple.com/se/app/facebook/id284882215
https://play.google.com/store/apps/details?id=com.facebook.katana&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.facebook.katana&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.facebook.katana&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.facebook.katana&hl=sv&gl=US
https://apps.apple.com/us/app/messenger/id454638411
https://apps.apple.com/us/app/messenger/id454638411
https://apps.apple.com/us/app/messenger/id454638411
https://play.google.com/store/apps/details?id=com.facebook.orca
https://play.google.com/store/apps/details?id=com.facebook.orca
https://play.google.com/store/apps/details?id=com.facebook.orca
https://apps.apple.com/id/app/instagram/id389801252
https://apps.apple.com/id/app/instagram/id389801252
https://apps.apple.com/id/app/instagram/id389801252
https://play.google.com/store/apps/details?id=com.instagram.android&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.instagram.android&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.instagram.android&hl=sv&gl=US
https://play.google.com/store/apps/details?id=com.instagram.android&hl=sv&gl=US
https://www.messenger.com/desktop
https://windowsapp.com.se/389801252/instagram
https://windowsapp.com.se/389801252/instagram
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Where to get social apps

https://help.viber.com/en/articl
e/set-up-viber-on-your-desktop

Viber <
Software

Iphone

AppStore
https://apps.apple.com/
us/app/viber-
messenger-chats-
calls/id382617920

Android

https://play.google.com/
store/apps/details?id=co
m.viber.voip&referrer=a
djust reftag%3DcY{DM
UlydS1vs%?26utm sour
ce%3DWebsite%26utm
campaign%3Ddownloa
d%26utm_content%3De
n%26utm_term%3D1

https://www.skype.com/en/get-
skype/

Skype <
Mobile application

https://www.skype.co
m/en/get-skype/

https://www.skype.co
m/en/get-skype/



https://help.viber.com/en/article/set-up-viber-on-your-desktop
https://help.viber.com/en/article/set-up-viber-on-your-desktop
https://apps.apple.com/us/app/viber-messenger-chats-calls/id382617920
https://apps.apple.com/us/app/viber-messenger-chats-calls/id382617920
https://apps.apple.com/us/app/viber-messenger-chats-calls/id382617920
https://apps.apple.com/us/app/viber-messenger-chats-calls/id382617920
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://play.google.com/store/apps/details?id=com.viber.voip&referrer=adjust_reftag%3DcYfDMUIydS1vs%26utm_source%3DWebsite%26utm_campaign%3Ddownload%26utm_content%3Den%26utm_term%3D1
https://www.skype.com/en/get-skype/
https://www.skype.com/en/get-skype/
https://www.skype.com/en/get-skype/
https://www.skype.com/en/get-skype/
https://www.skype.com/en/get-skype/
https://www.skype.com/en/get-skype/
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Where to get social apps

Twitter

Social network
company

R

For PC

Funded by
the European Union

https://help.twitter.com/en/
using-twitter/twitter-
windows-10

Iphone

Android

https://apps.app

https://play.google.co

le.com/us/appl/t
witter/id333903
271

m/store/apps/details?
id=com.twitter.androi
d&hl=en _US

https://www.memuplay.co
m/how-to-use-
org.thoughtcrime.secures
ms-on-pc.html

https://signal.or
a/download/ios/

https://signal.org
/download/andro
id/



https://help.twitter.com/en/using-twitter/twitter-windows-10
https://help.twitter.com/en/using-twitter/twitter-windows-10
https://help.twitter.com/en/using-twitter/twitter-windows-10
https://apps.apple.com/us/app/twitter/id333903271
https://apps.apple.com/us/app/twitter/id333903271
https://apps.apple.com/us/app/twitter/id333903271
https://apps.apple.com/us/app/twitter/id333903271
https://play.google.com/store/apps/details?id=com.twitter.android&hl=en_US
https://play.google.com/store/apps/details?id=com.twitter.android&hl=en_US
https://play.google.com/store/apps/details?id=com.twitter.android&hl=en_US
https://play.google.com/store/apps/details?id=com.twitter.android&hl=en_US
https://www.memuplay.com/how-to-use-org.thoughtcrime.securesms-on-pc.html
https://www.memuplay.com/how-to-use-org.thoughtcrime.securesms-on-pc.html
https://www.memuplay.com/how-to-use-org.thoughtcrime.securesms-on-pc.html
https://www.memuplay.com/how-to-use-org.thoughtcrime.securesms-on-pc.html
https://signal.org/download/ios/
https://signal.org/download/ios/
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Lessons Learned

Slide 13 How to create an account and log on to Gmail.

Slide 14 How to navigate and start chat in Google.

Slide 15-16 How to start a video meeting.

Slide 17-18 SMS message and MMS.

Slide 19-22 Where to get social apps.
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Glossary

Definition

Terminology

A program that can be
downloaded and installed

Collaborate with different
apps with audio and video
Or via Chat text in the
present tense

Account An ID that verifies

that you are you. Just like a
bank account

App, Application

Collaboration

Account
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Threats to Data and Information

Maybe the most important threat that we have to face today is towards our personal data and information.
Using the Internet, we can basically carry out most of our everyday routine tasks online. We can pay taxes,
buy groceries, buy and even sell furniture for our house. All the information needed to carry out these tasks
is saved on the device that we use to do those tasks in the first place.

What happens however if that device is vulnerable to an external attack? What might be the repercussions
of such an event?

To carry out our various tasks for the day we use an assortment of devices.

We use mobile devices in order to save contact details of friends and associates as well as our day to day
tasks.

We use computers in order to do research, write reports, produce code and in general execute most of our
work duties.

How would we react if this enormous and important amount of data and information was gone? Is this
possible and how?
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Threats to .....

Physical Risks

These are the most straight-forward types of Risks. When we say physical risks, we mean the possibility that
the device which holds the data is somehow compromised.

If we save data on mobile devices or USB Flash Drives, possible threat is that of the device being stolen. Due
to their small size, it is very common for people to misplace them.

Internet Risks

Let us proceed now to the risks faced when the Internet is introduced to our system. Having access to the
Web basically means that someone can use that to their advantage in order to gain access to our system.
Hackers and pieces of malicious code can find their way into a computer data storage and extract valuable
information.
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Threats to Data and Information

Maybe the most important threat that

O 1 we have to face today is towards our
personal data and information.

Using the Internet, we can basically

carry out most of our everyday routine

tasks online.

All the information needed to carry out
O 2 these tasks is saved on the device
(computer, phone etc) that we use to
do those tasks in the first place

save contact details of friends and
associates as well as our day-to-day
tasks.

03 We use mobile devices in order to

How would we react if this enormous

and important amount of data and
information was gone?
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Threats to Data and Information

Pharming

Pharming is a close “relative” of
phishing. It is also known as
“phishing without a lure”.

In_pharming
For example:

In_pharming Pharmin

For example:

In_pharming
For example:

https://www.techtarget.com


https://www.techtarget.com/searchsecurity/definition/pharming
https://www.techtarget.com/searchsecurity/definition/pharming
https://www.techtarget.com/searchsecurity/definition/pharming
https://www.techtarget.com/searchsecurity/definition/pharming
http://www.fakebank.com/
http://www.fakebank.com/
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Threats to Data and Information

Social engineers employ
various tools to accomplish their
tasks.

Types of malware

Viruses are a type of malicious
software which once it finds its
way inside a computer system it
starts infecting files

A worm is another type of
malicious code that threatens
our devices.

Trojan Horse

a trap pretending to be a gift. A

Trojan horse disguises itself as
an update or a program useful
to the user's system

https://www.techtarget.com

Social engineers

Trojan Horse


https://youtu.be/y8a3QoTg4VQ?t=189
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Threats to Data and Information

Adware Software, a type of
program.

Ransomware

Crime ware They distribute
software and carry out attacks
aiming to steal information.

https://www.techtarget.com

Ransomware

Crime ware

Funded by
the European Union
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Danger of shopping online
Users of the internet should be very careful and
take all the necessary measures when it comes
to their bank details. It is easy to carry out and
online transaction. All is needed are a few
numbers from your credit card. If it's easy for
the users, it is easy for the cybercriminal as
well. Phishing websites, fake vendors and
infected websites; all are risk factors users have
to be beware off since through them, directly or
indirectly, they can lose a large amount of their
money.

Dangers of surfing and | 0

shopping online =2
The problem is that users do not
really come into direct contact with
the vendor. This can be a problem
as not all selling points can be
trusted. We need to consider
comments on the interested
product, the reputation of the seller
and carefully check the product
description in order to ensure that
we are buying what we are really
looking for.

Safety

P
——

@

https://lwww.makeuseof.com/safest-online-payment-methods/

Funded by
the European Union

Safety risks and ho to protect

. yourself Link

Dangers of Online Social
Networking Sites Not all users
engage in the virtual space in order
to make friends. Users in order to
acquire from them their personal
information for their own malicious
reasons.

These are known as identity theft
cases. This can lead to scenarios
of loss of data and even of various
resources such as unauthorized
withdrawals and transfers from
personal bank accounts.


https://www.makeuseof.com/safest-online-payment-methods/
http://seniorsgodigital.iit.demokritos.gr/mod/url/view.php?id=615
http://seniorsgodigital.iit.demokritos.gr/mod/book/view.php?id=88

STRONGGETHER

How to Stay Safe

It’s no secret that the internet is home to some shady characters,
but staying safe online doesn’t require you to turn your internet
off. Instead, stay mindful and take a look at these 10 easy tips for
internet safety:

1.Don’t share personal information

2.Double-check and verify links

3.Use secure public Wi-Fi

4.Use a VPN

5.0nly log into sites that start with https://

6.Be careful who you chat with

7.Turn off your Bluetooth

8.Use antivirus software

9.Use secure passwords

10.Backup your data

Read on to learn more about each tip, plus find out about
resources that can help you and your family stay safe while
surfing the web.
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THANK YOU!

Do you have any questions?

Feel free to contact us through

our social media and website:

() B @

REDMN Funded by
DO the European Union
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