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MODULE 3:

Information
processing
from the Globe



Overview

– You will learn what critical thinking is and how to 
use it on the Internet and beyond

– The aim is to develop your critical thinking skills 
and to increase the awareness of the need to 
rethink the reliability of different sources of 
information

What is information processing – think critically
How to be safe in an information society –

critical points

Ways to filter information Choosing reliable source of information

– You will be taught the different methods of 
filtering information

– The aim is to reduce the spread of 
disinformation and make it easier to choose 
reliable news

– You will learn how easily recognise and choose 
proper information and why it is important in 
everyday life

– The aim is to increase the credibility of the 
learners and making their daily life easier

– You will be taught why we are more willing to 
believe unreliable sources

– The aim is to help learners in overcoming their 
weaknesses and psychological barriers



Topics

02
Recognising
the threaths

In this topic, you 
will learn about 
the dangers you 
may face due to 
the inappropriate 
selection of 
information 
sources

03
Psychological

barriers

This chapter
explains what
causes us think
less critically

04
Fake news

Here you will find 
information on 
fake news, its 
origins and its 
purpose

01
Critical 

thinking

This topic 
contains basic 
information on 
information 
processing and 
critical thinking

05
Finding the 

truth

In this topic,
methods that will 
help you to
process and 
recognise the 
right information
will be presented

06
Overcome

your
weaknesses

You will learn
how to improve
your critical
thinking skill and 
how to inquire to 

become better



01
Critical thinking

Overview

This chapter focuses on the term of critical

thinking.

You will learn why it is an essential and crucial skill,

especially in these times. It presents other skills it is

made of, and what other skills this one skill includes.



Critical thinking

Critical thinking is a concept presented by the philosopher John Dewey, according to whom it refers to

reflection. Namely, we are talking here about considering various aspects of a given piece of

information.

These considerations themselves are to be based among others on our experiences. It is the ability of

our brain to process information in a specific way.

The good news is that critical thinking can be learned, and over time it becomes a habit, so it will

become a habit.



Skill made of skills

Critical thinking is a competence, which consists of the following skills:

• Asking questions;

• Problem solving;

• Metacognition;

• Analytical analysis;

• Selfawareness;

• and many others.



Usability

Critical thinking can be useful to us and others. It will allow us to solve many problems and get to

the truth and information that we might not notice.

This competence allows us to function efficiently in everyday life as well as on the Internet,

supports rational decision-making and understanding of various behaviors, also allows us to

reduce the number of mistakes we make and support the development of younger generations. It

teaches respect and reason, allows you to look at various matters from many perspectives and

limit judgments. Thanks to it, we can also better understand ourselves, our thinking and views.

Critical thinking focuses on facts.



Summary

Critical thinking is a competence that we can learn and develop.

It consists of many other skills that we can use in almost every aspect

of our lives.

It allows us to focus on the facts, understand ourselves and the

decisions made by ourselves and others.



Further reading
You can test your current critical thinking skill using this tool (available in English, Polish, Slovak,

Italian, Czech, and Turkish language):

Kobylarek, A., Błaszczyński, K., Ślósarz, L., & Madej, M. (2022). Critical Thinking

Questionnaire (CThQ) – construction and application of critical thinking test tool.

Andragogy Adult Education and Social Marketing, 2(2), 1.

https://doi.org/10.15503/andr2022.1

Do you want to know more about seniors’ needs? See this paper:

Kobylarek, A., & Błaszczyński, K. (2020). East European U3As facing the problem of seniors’ needs,

Revista Lusófona de Educação, 49(4), 27-40. https://doi.org/10.24140/issn.1645-7250.rle49.02



02
Recognising the 

threaths

Overview

This chapter outlines the risks we may face when not

verifying information.

Each of the following slide will present different

threaths and offer the way to avoid them and

minimalise the risk of falling a victim of scam.



Scam and romances

There is no doubt that the time of the covid was also a time of loneliness. During these times, an

increase in online romance has been observed as well as increased number of online scams.

Remember and realise that we never know who we are talking with. In the digital era we can

even transform the image, out of which, even the person we see on camera can be someone else.

We can recognise the threat if the other person:

• does not want to meet in person;

• when talking about themselves provides different information each time;

• does not want to turn the camera on;

• seems too perfect;

• wants too much private information or money.

v



Fake messages

Fake messages can take many forms: letters or emails announcing a trip or a large sum of money

won, or text messages informing of a package that will not be delivered unless the missing

amount is paid (this is how they get your account number).

Take your time to rethink it, analyse, consider whether you have taken part in any competition,

contact someone else, search the latest news or even analyse the message (see the topic 6).

Don't give in to your emotions and don't make decisions on the spur of the moment. Remember

that you are not in a hurry, even if they inform you that time is running out. Regarding couriers,

you can even learn form someone who you know that have already ordered from your source.



Grandkid scam

Grandkid scam is a commonly known term and phenomenon. In case someone on the other side

says they are our grandkid, it is best to ask "Which one?" and to pry for the name.

It is just one of the options. Scammers are becoming more innovative. They often pretend to be a

police oficer, astronaut, seller, courier, bailiff, police oficer, representative informing us about the

winning competition... Anyone, who may convince as to give them the money. They may even

come to your home in person. In the post covid era they even pretend to be doctors. The

consequences can be not only theft, but also ridicule, criticism or constant anxiety…

The key is to ask questions, investigate, ask for a proof, document. We can also stop the

conversation and to call the grandkid on our own. In case somebody comes in person, we can ask

for a document with ID, call the police or ask a neighbour for help and opinion.



Stalking

Stalking is a criminal act that may involve following or harassing the person that causes the victim

to fear for their life and health.

It can take many forms, like:

• Constant spreading rumours;

• Death threat phone calls;

• Spying, following, blackmailing;

• Unwanted touch;

• Taking pictures or screenshots without permission.

The best solution is to tell someone what is happening and inform the police.



Summary

The number of scams has rapidly increased during pandemic. People, especially older people are

more likely, to become victims, mostly because of the loneliness and fear for the life and health of

loved ones. Predators are getting more cunning, both online and offline. They can adapt the

fraud methods to the world's current situation. In post-covid times, they can

still use the information that someone close to you is in the hospital and

urgently needs money for treatment. Remember that you always need

a proof and confirmation from another person that a given situation

(for example need for money on surgery) actually takes place.

Regardless of the severity of the situation, take your time to confirm and verify the information,

the most important thing is your safety. When you suspect fraud, notify someone and notify

the police of the possibility of a crime, provide proof (e.g. screen shots, copies of messages).



03
Psychological

barriers

Overview

In this chapter, you will learn more about your mind.

You will discover different psychological barriers that

cause us to be more willing to believe some

information and less willing to believe others.

Learning more about why this happens will make

you aware of why this happens and thus become

more aware of the information that your mind

processes and why.



Barriers in a proper processing of information

Emotions0

1

0

2

Confirmarion bias0

3

0

4

Repetitions

Primacy bias



Emotions

When an event or some information evokes emotion (preferably strong), it arouses our interest,

our brain gets a sign that something is important.

We pay more attention to emotionally charged content (disaster, lost/found animal). Such things

not only attract our attention but also make us think about them more often, especially if they

have evoked strong emotions in us. They stay with us longer.

In order to evoke certain emotions in us, different stories can be exaggerated, certain elements

can be added to them (e.g. gossips).



Repetitions

Do you know the saying that ”A lie repeated a thousand times becomes the truth’”?

We can say that the practice proves it.

When we hear a message repeatedly, our brain starts to assume that it is true. This can cause us a

lot of problems, especially when we hear or read false information on the Internet or when talking

to our friends/family/neighbours. Even TV adverts often get repetitive so that we remember the

information they want to tell us.

However repetition is not always a bad thing. We ourselves often do things in the same repetitive

way. Our mind remembers that these are well-tried methods that are effective and safe. We

ourselves then do not have to pay special attention to what we are doing, because our brain

simply remembers it and therefore, is less overloaded.



Confirmation bias

According to the theory of confirmation bias, people are more willing to believe in information

that confirms their own beliefs.

At the same time, they are more willing to decline information that denies their views, or rejects

their veracity.

For this reason, we are automatically less inclined to accept information or even to consider the

credibility of information that does not support our opinion on a given subject. Sometimes we do

not do that on purpose, but awareness that it happens may support our openness to other views.



Primacy bias

What is primacy bias? In accordance with the primacy bias, our brain is more likely to remember

the information it received first.

For this reason, we often assume that the first information we receive on a given topic is the true

one, we remember it. It is also easier for us to recall such information.

Newspapers often benefit from the primacy effect. The most important information, that which

we should remember or necessarily know, is often given first.



What can help us?

To combat psychological barriers, we can use the Socratic method. The Socratic method supports

a deeper understanding of the topic. This is a way of having a dialogue, but when we don't have

one, we can ask ourselves questions and try to answer them.

With this method, we can bring arguments to a head – force us and our interlocutor to rethink

whether we are right; we can also explore different concepts, find the pros and cons, discover

alternative viewpoints, and look for evidence of the truth or falsity of a given piece of information.

With the Socratic method, we can make ourselves and others think more deeply about a topic.



Summary

There are 4 main barriers that impair our judgement:

• Emotions – we remember emotional information better;

• Repetitions - we start to believe information that is often repeated;

• Primacy bias - we better remember the information we heard first;

• Confirmation bias - we are more likely to believe information that confirms

our views.

The Socratic method will help us and others come to the more reliable conclusions.



Further reading

Could you find anything that you want to learn more about?

You can use these sources.

1) AkbariLakeh, M., Naderi, A., & Arbabisarjou, A. (2018). Critical thinking and

emotional intelligence skills and relationship with students’ academic achievement.

Prensa Med. Argent, 104(2), 1000280. https://doi.org/10.4172/0032-745X

2) Mizerski, R. & Dennis White, J. (1986). Understanding and using emotions

in Marketing. Journal of Consumer Marketing, 3(4), 57-69.

https://doi.org/10.1108/eb008180



04
Fake news

Overview

This chapter focuses on the problem of spreading

fake news, disinformation and misinformation.

You will learn what they are, their types and the

reasons of sharing them. You will also discover how

they can be used.



Fake news

What is fake news? Simply put, fake news is false, or partially false information. They can be spread both

on the internet and among people you know. Fake news can be misinformation and disinformation. They

can be a regular talk, papers, pictures etc.

People may spread fake news for different reasons, like: lack of knowledge, need of fun (e.g. taking

pleasure in causing an argument), money (earning money from advertisements), to cause harm and many

others.

Do you think that fake news is a new phenomenon? And do you know radio play War of the Worlds?

When firstly emitted in radio (1938 year) many people believed that war had really broken out.



Disinformation

Disinformation is the deliberate misrepresentation and dissemination of false information.

Often, hidden intentions can be found underneath the disinformation. These usually relate to

causing some kind of harm or increasing one's popularity or causing a drama and many others.

For this reason, we should develop our critical thinking skill, as well as properly process the

information we get from our environment.



Misinformation

As opposed to disinformation, misinformation is an action by which we unintentionally mislead

someone by providing false or incomplete information.

If we give someone such information ourselves, the most important thing is to clarify the situation

because we may inadvertently harm someone.

We may even come across misinformation while watching the evening news on TV.

In such cases, TV stations broadcast another message apologising and correcting

the mistake.

Such kind of information can be unconfirmed rumours.



Fake news is not that bad! You won’t
believe it!
It’s impossible! Fake news are usable!

Catchy title is the key. After this catchy title it is better to explain that more usable are clickbaits.

Clickbait can be used in marketing so as to encourage the audience to learn more about what

businesses want to sell to us. Clickbaits are titles, which make the information seems to be more

interesting than they really are. They are aimed to catch your attention. Clickbait can be used in

business.

Clickbait is nothing harmfull but can take your time. At the same time, people who created this

clickbait earns money for people visiting the website. As in case of this slide, it may appear that

the content is about something different and people may not know it because the title is enough

for them.



Who can fall a victim of fake news?

There can be found multiple sources on who can fall a victim of fake news.

We can distinguish some main groups, who are more susceptible to it:

• People with extreme points of view

• Internet users who use the Internet extensively

• people who are in a hurry to find information on a particular subject

And what is the most important:

• People who are lonely and excluded form the society



Summary

In this lesson, we learned that:

• Fake news is false or partially false information in the form of discussion, papers, pictures etc.

• Fake news can be considered misinformation and disinformation

• Fake news can be spread both on purpose and unconsciously

• Misinformation is unintentional deception

• Disinformation is a deliberate act

• Everybody can fall for fake news

• Clickbaits can be used in marketing



05
Finding the truth

Overview

In this chapter, you will learn different methods and 
approaches that will help you recognise whether 
your source of information can be considered 
reliable.

ADAM approach as well as SIFT and CRAAP test, will
be presented in the following slides. For your better
understanding of each, examples of usage will be 
presented.

When learning, try to notice their common points.



ADAM? Are you there?

Age

When the paper or news was published? When this information was given to me? 

Is this information up to date?

Example: When looking for information on the current incidence of COVID-19, 

make sure the data has only recently been published.

Depth

Am I finding out about the details or just the whole thing? Do I need more 

information to form an opinion?

Example: Discussing commonly known facts (water boils at 100℃), it may be 

unnecessary to seek deeper, but when learning about a war, you ought to know 

why and how it started – you need to know the reasons and circumstances.

Author

Who told me that? Who wrote that? Can I trust this person knows what they are 

talking about? Are they authorities or people who may spread dis/misinformation?

Example: Searching for scientific knowledge, make sure the information is 

presented by the authority in this field or some other specialist you can verify.

Money

Is somebody paid for sharing that information? Was the publication or 

information paid for?

Example: Notice that multiple celebrities are paid to advertise, for example, hair 

conditioners. Can you be sure they are good?

A

D

A

M

ADAM

ADAM is one of the approaches that may help you recognise whether the information source
is accurate. Considering your source, you ought to ask yourself some questions about:



SIFT 

S I

F T

SIFT is another method of finding the truth in the 

information society. The number of information can be 

overwhelming but you can fight it. SIFT method 

encourages to follow source to its origin and getting to 

know better your source of information

Example: You may hear what a politician said. By 

getting to the original source, you may discover that it 

was not their words but they quoted someone else's.

What is SIFT

First two steps are about thinking. You ought to 

consider what you already know about this source, if

you have any experience with it. Then think what was 

your experience, if it appeared false or true. Another

two steps are about your research. Remember to find

any confirmation by searching for another source with 

the same information or by checking who is the author. 

Good practice is also to find an original, full source, 

not just one fragment you cannot compare with the 

whole material. 

Instructions

Do you know

this source?

Stop

Is the source

credible?

Investigate

Can it be confirmed

by any authority?

Find

Is it an original or

out of context?

Trace



CRAAP!

A simple test which is based

on asking questions and 

considering different aspects

of sharing information. 

Facilitates the identification 

of a reliable source of 

information.

CRAAP

Is this information current or outdated?

Example: For historical information, elder sources

are credible, for the latest news, not really

Currency

You can simply impress your audience and add a 

unique zing and appeal to your Presentations.      

Relevance

Authority

Accuracy

Purpose

Do you need this information? Is it important for 

you or is it just random information?

Example: When learning about saving elephants, 

you may not need information from children books

Who wrote/said that? Can I trust this person?

Example: It is better not to believe a random neighbour

when discussing the necessity of vaccination.

Is this information correct? Can I verify it?

Example: If you cannot find other person or source

that confirms the information, better not to trust it.

Why somebody said/wrote that?

Example: If you have heard some news about

your neighbour from somebody they are in conflict

with, their purpose may not be innocent.

Oh, CRAAP!



Summary

Have you found any common points?

Aspects that you should especially focus on when considering the reliability of information

are: purpose, authority, confirmation, currency. These elements appeared in all of the

methods you have already learned.

Purpose is to discover whether there are any hidden motives to convince you that the

information is right – reasons can be either money or conflicts etc.

Authority helps you to verify who wrote or said something, and you can decide whether

you can trust this information.

Confirmation is to find coverage for the information, not to trust everything we hear or read.

Timelines helps you to choose the most relevant and proper information on the topic you are interested

in.



Further reading

Could you find anything that you want to learn more about?

You can use these sources:

1) Al-Ghadouni, A. B. M. (2021). Critical Thinking: Components, Skills, and

Strategies. Revista Argentina de Clínica Psicológica, XXX(2), 1-6.

https://doi.org/10.24205/03276716.2020.4000

2) Susilo, B. E., Darhim, D., & Prabawanto, S. (2019). Supporting activities for

critical thinkings skills development based on students' perspective. In

Proceedings of the1st International Conference on Science and Technology for an

Internet of Things. European Alliance for Innovation.https://doi.org/10.4108/eai.19-10-2018.2281320



06
Overcome your

weaknesses

Overview

This chapter provides you with information on how

to recognise unreliable sources and suspicious

sources.

You will discover what should raise your suspicions

and how to work on your critical thinking skills.



Pictures

If you are an active internet user, the key is to learn how to find an original picture. As was shown in

topic 4, even pictures can cause the problem as they may appear a fake news. Luckily, the Internet

offers us the possibility to verify the picture’s source and discover if it was edited.

• The easiest way is to open google.com

• Then choose Graphics

• Click the icon of the camera

• Now drag the suspicious image to the designated place, select an image from your computer, or

paste a link to the image

• The results will show you an original image, as well as its edited versions and their sources.

If you will not be successful at the first time, hang it there, try one more time. Practice makes perfect.



Mails and letters
Risk may come from each side. Do not loose your head. The following aspects will let you avoid

dangers and increase you skills and abilities. You may practice on the mails and letters you have

already received. Choose one and compare it with the following list. These elements should make

you to become suspicious:

• Misspellings (in the message, your name or name of the organisation, etc).

• Mistakes

• Lack of data

• Information you learned form the other sources

• Request for money

• Unknown source

• Unexpected information



Discussions and gossips

Even regular talk may cause different problems or provide wrong information or data.

Remember to consider each aspect learned from topic 4.

People are not infallible. When you hear a rumour, don't spread it, especially if it's bad about

someone and you don't have any evidence to back it up. Spreading such rumors can lead to social

exclusion and conflicts.



Self-improvement

One of the ways to increase your critical thinking skill, your safety and comfort, is to better

process information, and of course, make sure that your knowledge comes from high-quality

sources, you may use creativity and memorising training.

Creativity may help your critical thinking and information processing skills. Thanks to this, you will

be able to look at various aspects of given situations more broadly, see the risks and benefits, it

will also support the mind, delay the aging process of the brain and increase the number of ideas

for solving the problem. An additional benefit is an opportunity to find a new hobby.



Summary

What you can do to overcome your weaknesses in critical thinkig:

• Try new things, do not be afraid of technology;

• Analyse and compare, take your time;

• Discuss and keep calm;

• Use your imagination, train your creativity



Further reading

Could you find anything that you want to learn more about?

You can use these sources:

1) Kobylarek, A., Jakubowska, L., & Błaszczyński, K. (2021). Needs of adults

education stakeholders. Andragogy Adult Education and Social Marketing, 1(1).

https://doi.org/10.15503/andr.2021.neon.en

2) Kobylarek, A., Błaszczyński, K., Jakubowska, L., Madej, M., Carmo, A., Hlad, L.,

Králik, R., Akimiak, A., Judák, V., Maturkanič, P., Birukova, Y., Tokárová, B., Garcia Martin, J.,

& Petrikovičová, L. (2022). The Quality of Life Among University of the Third Age Students in

Poland, Ukraine and Belarus, Sustainability, 14(4), 2049. https://doi.org/10.3390/su14042049



Lessons Learned

Critical thinking, also known as reflective thinking, is one of the key competencies

in these times. Focuses on facts and in-depth analysis of different information

Loneliness may cause falling a victim of frauds and scams. Criminals can adapt the

methods to the current situation. Remember that your safety is crucial

Emotions, repetitions, confirmation bias, and primacy bias can make us believe in

the veracity of specific information. We can overcome them with Socratic method.

Fake news can be spread as misinformation (unintentionally), disinformation

(intentionally) or as a clickbait. Everyone can fall a fake news.

CRAAP, SIFT, and ADAM methods may help us verify the source of information.

Thanks to them, we can discover credible information.

Creativity delays the ageing process of the brain. Creativity, in-depth analyses and

discussions will make it easier to find yourself in a world full of information.

Technology can help you to verify what you are not able to verify on your own.



Glossary

Terminology Definition

Critical thinking Key competence. Also
known as reflective 

thinking, based on the 
analysis of the information 

we acquire

Fake news False information spread in 
a certain purpose



Glossary

Terminology Definition

CRAAP Currency, Relevance, 
Authority, Accuracy, 

Purpose – test on the 
credibility of a source

ADAM Age, Depth, Author, Money 
– approach to verification of 

a source



Glossary

Terminology Definition

SIFT Stop, Investigate, Find, 
Trace – method of verifying

credibility of the source

Metacognition Thinking on what other
people think, a deeper

understanding of 
somebodys’ thoughts and 

behaviours
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Please keep this slide for attribution.

Do you have any questions?

Feel free to contact us through

our social media and website:

THANK YOU!
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